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Executive Summary

• Massive amounts of data are being created every second of every day, presenting us with an invaluable  
 opportunity to understand and predict behaviour.

• The private sector has realised the potential of data, using it to understand consumer behaviour, gain insight  
 into purchasing habits and predict how consumers behave. 

• The diplomacy community needs to make better use of the potential of big data as it can support foreign  
 affairs practitioners in many different areas:
 
  Diplomat as Brand Manager: Analysing social media is a useful and crucial tool for diplomats  
  with which they can assess feelings towards a country and manage the country’s brand. 

  Diplomat as Analyst: Data gathered through social media can be used to better understand the views of  
  foreign publics and to forecast possible crises.

  Diplomat as Negotiator: Automated content analysis makes it possible for diplomats to swiftly analyse  
  political documents and extract another country’s policy positions.

  Diplomat as  Humanitarian  Aid  Worker:  Big data can be used to address the inefficiency and mismanagement  
  of humanitarian aid by using geopolitical data and real-time mapping. New technologies such as Blockchain  
  can improve the efficiency of the transfer and tracking of funds.

• For Ministries of Foreign Affairs to make the most effective use of the potential of big data, they should:

  Conduct a review of how they are using big data to determine how it could be used more effectively.

  Develop training for diplomats to enhance their capabilities in using big data in their work.
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The Issue

One of the main tasks of a diplomat – from the first 
diplomat who was sent abroad to the current ones – is 
to gather and analyse data with the purpose of providing 
analytical insights for policy development and reporting 
purposes. 

The most influential invention for democratising 
information, the Internet, opened the floodgates of data 
accessibility and the real-time transfer of knowledge. We 
have witnessed a steep increase in the use of social media 
among citizens to express themselves, transforming 
them from purely information consumers to information 
producers. This has not only given new possibilities 
for diplomacy but has also created a challenge for the 
diplomatic community.  

This EDA Insight addresses the scope and nature of ‘big 
data’ – large amounts of structured or unstructured open 
source data – pertaining to diplomacy and international 
affairs.  It discusses big data’s impact on public diplomacy, 
country analysis, policy making and humanitarian aid, 
and creates a platform for further thinking on how big 
data is transforming diplomatic practices. 

Why Is It Important? 

•  Ministries of Foreign Affairs worldwide have started  
 to use big data for consular affairs, i.e. managing  
 large datasets but also to understand public opinion  
 in other countries or to provide early-warning for  
 planning aid delivery. 

• The advent of social media has changed the way  
 diplomats engage with people, governments,  
 NGOs and the private sector. Diplomats today  
 realise the importance of social media platforms  
 such as Facebook, Twitter, YouTube and how  
 they can help in the dissemination and collection of  
 information like no other medium.

• The UAE – a leader in using big data across multiple  
 sectors, like the recently announced project ‘Dubai  
 Pulse’ – a platform compiling all available real-time  
 data to both public and private sectors - has the  
 tools to extend this to use in the diplomatic field.

Introduction 

The earliest diplomatic documents can be traced 
back to the city-states in Mesopotamia around mid-
third millennium BC. Diplomatic correspondence 
about peace negotiations, trade routes, or exchange 

of gifts, was written on clay tablets which, with the 
diplomatic protocol on arrival, would be read by the 
messenger, weeks or even months after they were 
initially produced.  

The clay tablets and oral explanations were the 
only sources of information that the diplomats 
could use. Times change. These days the diplomatic 
correspondence is read out by automated programmes 
on the diplomat’s tablet within seconds after it is sent.
For diplomats, it is easy to drown in a sea of information 
being generated every single second of every day, the 
struggle has shifted from there not being enough 
information to how we can select the right information. 
Diplomats need the ability to derive insights and 
establish innovative strategies to gather information 
and to reach and influence the communities they are 
interested in knowing more about. 

A recent report about the future of the UK’s Foreign 
and Commonwealth Office, authored by Tom Fletcher, 
affirmed that there is tremendous potential for big 
data; it has the potential to change the daily routines 
of a diplomat. It changes the environment in which 
diplomats operate, brings new topics to the table and 
finally, provides diplomats new tools for decision-
making. A diplomat of the 21st century needs first-
hand, real-time information and the latest research 
on forecasting.

Data-driven strategies have become an imperative for 
success in the private and public sector.  It is helping 
companies improve customer experience, lower 
costs, and generate revenues through better decision 
making. 

However, many ministries of foreign affairs do not 
have a data-driven strategy and only employ limited 
use of big data despite its potential. In the following, 
we will discuss the potential of big data for the 
diplomatic function through understanding the impact 
of four different tasks of a diplomat: the diplomat as a 
brand manager, analyst, negotiator and humanitarian 
aid worker. 

The Diplomat as Brand Manager 

One of the main components of 21st century diplomacy 
– and according to some the most important one – 
is public diplomacy. Diplomats need to engage with 
foreign publics to strengthen the relationship between 
themselves and foreign governments and publics by 
informing and influencing audiences on the policy 
goals and objectives of their government, and on the 
nature of their own country.
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The diplomat’s country should arguably be seen as 
having a brand, and diplomats are in some respects 
brand managers who have different country products 
in their portfolio such as politics, tourism and business. 
It is crucial for a brand manager to have a better 
understanding of what people think and feel about 
their brand, in order to be able to take appropriate 
steps to influence perceptions of the brand. 

Brand managers in private companies use tools such 
as sentiment analyses to gain insights into a brand’s 
reputation by extracting opinions towards the brand 
from social media and online behaviour. Similar tools 
are also used to measure customers’ attitude, to 
gather feedback on products and to better understand 
their position vis-a-vis competitors (see Box 1). 

At present, political campaigns are driven by sentiment 
analyses: campaign managers are using voter data 
to target different audiences by refining the political 
message, understanding delivery mechanisms and 
anticipating the persuasiveness of the candidate 
through predictive analyses. 

A standard practice for every government entity; every 
embassy should therefore be to evaluate how the brand 
of the country is perceived by its foreign audience, by 
using social media data. Based on this, an embassy 
and the Ministry of Foreign Affairs headquarters can 
develop public diplomacy campaigns and identify 
influencers and agenda-setters with customised 
messages to improve the country’s profiling. 

As part of this, embassies can analyse the 
effectiveness of different methods of social media 
outreach. Which post engaged the audience more or 
had a broader reach? Was it the Twitter post on the 
strategic partnership or the picture of the delegation 
visit on Instagram? Who is the main audience that is 
engaging on the strategic partnership post on twitter? 

What were the main topics discussed on the different 
platforms?
Social media management and analysis tools enable the 
embassy to manage the online reputation of a country, 
compare the country reputation to that of others, 
influence the online conversation and gain the trust of a 
foreign audience. 

The ‘Diplomat-Brand Manager’ seeks to understand and 
maintain the reputation of his or her country online and 
actively interacts with and influences foreign audiences.

The Diplomat as Analyst 

Foreign policy is formulated in a data-rich environment 
which changes how diplomats undertake one of their 
primary tasks, namely reporting back to headquarters 
on what is actually going on in the country they are 
posted to. The use of data-driven analysis could make 
the policy reports more evidence-based or even help 
to forecast events.

This ability to analyse rather than just report on what 
is happening is where the diplomat can add value. We 
live in the internet age with a 24 hours-a-day news 
cycle, where Ministries of Foreign Affairs can know 
what has happened in another country just as quickly 
as their diplomats at the embassy. To be relevant, the 
‘Diplomat-Analyst’ has to make use of a wide variety of 
sources and data available to expand his/her analysis 
(see Box 2).  

Technology advances allow diplomats to circumvent 
a long process of data gathering, since the data 
is collected automatically by social media tools. 
The data mined from such sources presents an 
excellent opportunity to monitor the views of foreign 
governments and the general public.

Box 1:  Social Media Management & Analysis Tools 

There are a number of tools that diplomats could make use of to analyse a foreign public’s perceptions of their 
country or to assess the public’s response to communications from their embassy, as well as to effectively target 
their communications based on that data.

At present, the most cost-beneficial and accurate data can be obtained from social media platforms. Social media 
management systems such as HootSuite and Buffer helps users keep track of and manage different social media 
channels (e.g. Twitter, Facebook, Instagram). Meanwhile, social data analysis tools such as Google Analytics and IBM 
Watson Analytics provide analyses of the brand and enable the user to target their audience more efficiently. 

President Obama’s re-election campaign team used the 2012 HP Vertica MPP, an advanced database analytical tool, 
to personalise campaigns targeting different voter groups with tailored messages rather than targeting the whole 
electorate with the same message. 
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During the data analyses process users are able to 
address the five W’s, similar to traditional analyses: 

•     What: The relevant communication (posts/tweets) is  
     extracted with a keyword search.

• Who: The extracted data is correlated with  
 characteristics such as age, gender, political  
 attitudes. 

•   Where: The location from where the message was  
  posted is identified.
 
•  When:  The time and intensity of the messages is  
 ascertained.

•  Why: The causes of what is happening is assessed  
 through content analysis, using for example text  
 data  mining.

It is easy to imagine how this kind of rich data analysis 
might have enabled diplomats in, for example, 
Washington D.C. to give their capitals a better insight 
on voters’ thinking ahead of the 2016 presidential 
elections. But it may be even more useful as a tool 
for diplomats working in countries where there is not 
such widespread media coverage of public opinion as 
one finds in the US. 

The Diplomat as Negotiator  

Negotiations are a crucial task for any diplomat, and 
one of the critical stages of successful negotiations 
is the preparation stage. At this juncture, diplomats 
identify the interest and priorities of all actors involved 
and try to find a point of mutual interest. To collect this 
information a diplomat depends primarily on internal 
ministry reports and external resources such as 
intelligence reports, journal and newspaper articles.  

In social science research, the use of content analysis 
has been widely recognized, and automated content 
analysis (ACA) has grown tremendously in the last 
decade. ACA software treats words as data and 
extract, organise and conceptualise knowledge from 
massive unstructured data such as party manifestos, 
government press releases and minutes of legislative 
debates. With ACA software it is possible to identify 
topics and sentiment, but in social science, the primary 
usage has been defining the ideological position of 
political actors (see Box 3). 

Diplomats can swiftly analyse a large number of 
political documents to determine the policy positions 
on different areas with ACA software. This enables the 
creation of a database that is automatically updated 
on all the various policy areas of each country and is 
a beneficial tool for any diplomat to use to determine 
the other side’s policy positions before diplomatic 
negotiations. 

Different ministries, such as the US State Department, 
have developed a ‘Diplopedia’, which is an online 
encyclopaedia on foreign affairs in the form of 
articles and discussions accessible to all employees 
at the ministry and embassies around the world. All 
employees are encouraged to contribute with their 
experiences, knowledge and experience by introducing 
new topics or updating previous entries.

Box 2: Forecasting Events by Making use of Automated 
Data Analysis Programmes

Automated data analysis programmes can also help 
diplomats to better predict the probability of social unrest 
in countries where they are posted at. Social unrest is 
not a new phenomenon, but previously, outbreaks of 
social unrest were difficult to predict. 

Data scientists have created programs that claim to help 
to forecast certain types of protests through automated 
data collection and monitoring systems.  The field of 
‘Culturomics’, which seeks to predict broad economics 
events through computerised analysis of social media 
and online, Internet-based news, has gained traction in 
recent years.

The Global Database of Events, Language and Tone 
(GDELT) and Integrated Crisis Early Warning System 
(ICEWS) are two examples of automated data collection 
software that monitor, assess and forecast national 
and international crises. They monitor a variety of 
international, regional, national and local broadcast, print 
and online new sources in many different languages. 
Users of these programmes can select specific regions 
and events which can provide them with an easy-to-
understand report or map what is happening. 

Box 3: Extracting Policy Positions Making use of 
WordFish and ReadMe Software.

There is a range of software that can help diplomats 
to analyse policy positions. The Wordfish and ReadME 
software are automated content analysis packages for 
the statistical analyses programme R. 

Wordfish and ReadME are designed to extract political 
positions from text documents and the programmes 
automatically classify and extract ideological positions 
over different subject areas. The user can vary the policy 
dimensions, depending on the selection of the texts itself 
(e.g. the use of a policy dimension scale which varies 
from protectionism to an open economy for a foreign 
policy statement).
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The next step for information systems as Diplopedia 
would be to introduce an automated system to 
collect all relevant articles on specific topics to make 
the system more resourceful for the user. Or, the 
Diplopedia could as well be extended to a knowledge 
management system on people and meetings. 
Diplomats would be encouraged to update regularly 
an online directory of contacts, previous meetings 
and discussed topics. In this way, the ministry would 
ensure that crucial information and networks are not 
lost between transitions. The knowledge gathered for 
the Diplopedia would be useful for diplomats meeting 
their counterparts.  

The Diplomat as a Humanitarian Aid 
Worker

By its nature, humanitarian aid is often required 
in challenging environments where the recipient 
country’s national capabilities are limited due to 
conflicts and natural disasters. For humanitarian 
reasons, as well as for the sake of public opinion, there 
is tremendous pressure on countries to deliver the aid 
swiftly and efficiently. Unfortunately, humanitarian 
aid initiatives frequently experience inefficiencies, 
mismanagement and corruption. Can big data play its 
part in addressing these issues? 

An important big data initiative was the 2009 launch 
of the UN Global Pulse program – the United Nations 
innovation initiative on big data – which makes 
use of data science and analytics for sustainable 
development and humanitarian actions in three 
different ways:

1) Enhancing early warning for crises, through 
detection of trends decreases the response time; 

2) Measuring real-time awareness of population 
behaviour through instant updates on trends and 
hotspots increase the programme efficiency. 

3) Providing timely feedback on programmes and 
policies enables the possibility for corrections and 
adaptions. 

To achieve its objectives, Global Pulse has innovation 
centres around the globe which bring together experts 
from the UN, governments, academia and the private 
sector to conduct research, develop, test and improve 
the approaches for applying digital data.  

Additionally, aid agencies use big data to improve 
their aid delivery. For example, the US aid agency 
USAID launched initiatives where geospatial data 
and satellite imagery are analysed to identify areas 

in the world where unsustainable uses of water are 
common. These initiatives advocate for changes that 
can prevent future droughts.

In Pakistan, the power crisis, caused by the ancient 
transition system, has become a concern for the 
government, and USAID’s work with Pakistani power 
companies is yet another example of how big data 
can help in aid-related diplomatic missions. So far, 
USAID has supported electricity providers in Pakistan 
to install smart meters that monitor usage and help 
manage electricity loads. 

Another important way in which big data can be 
instrumental in humanitarian aid is the use of 
crowdsourcing for real-time mapping. People across 
the country submit information about displaced 
persons, infrastructure, medication and other relevant 
data.

Following the 2010 Haiti earthquake, a so-called 
‘digital humanitarianism’ emerged, taking the form 
of a movement of a large unrestricted number of 
individuals who collaborated on humanitarian aid 
with the use of digital technologies. People in need 
texted their whereabouts, and the online community 
mapped all this information and shared it with the aid 
agencies on the ground. This enabled the aid agencies 
to respond quicker and better to the urgent needs. 

After the experience in Haiti, similar projects were 
undertaken, such as the Mtrac programme in Uganda, 
which uses SMS surveys for potential malaria 
outbreaks and medicine shortages, or the Tomnod 
programme, which distributed satellite images to the 
public who mapped damage to buildings and roads 
caused by Typhoon Haiyan in the Philippines in 2013.

Another disruptive data technology that is expected 
have a significant impact on humanitarian aid is the 
Blockchain technology. Presently, the delivery of 
humanitarian aid experiences inefficiencies due to 
the layers of bureaucracy which not only delay the 
delivery but also decrease the total funds distributed 
as aid due to corruption. Since the regions where 
humanitarian aid is most needed are predominantly
failed states there exists a greater risk of corruption 
(see Box 5). 
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Applying the Blockchain technology to humanitarian 
aid would establish trust and transparency to an 
approval chain of all the concerned government 
departments, stakeholders, funders and non-
governmental organisations. It would be possible for 
any partner to track the fund at every stage, since the 
information on all previous transactions is captured. 

It would also be possible to customise Blockchain 
technology with built-in auditing, when a partner 
delivers a service, a token is released only when the 
service is verified. This token can then be exchanged 
for the local currency, which cuts out the middlemen.

Challenges and the Way Forward 

Big data can help diplomats carry out their traditional 
functions in a more efficient and effective manner, 
and the need of the hour is to cross-link the traditional 
Ministry of Foreign Affairs methods with new ways to 
use big data.

Diplomats need to be trained to analyse new data and 
rethink their approach to information. Therefore, it is 
important to create avenues for capacity development, 
such that Foreign Affairs Ministries have a better 
understanding of how to work with big data and use it 
to their advantage. 

Nevertheless, big data analysis comes with new 
challenges, namely, limited predictive power, over-

representation and unreliability:
Limited predictive power: Big data can pinpoint 
trends, preferences and correlations, but its overall 
predictive power is severally limited. Not all regional 
and global crises can be explained with the help of an 
algorithm, and sometimes it is hard to identify causal 
patterns. 

Over-representation: As big data is primarily 
generated through social media platforms, we need 
to be aware of over-representation of certain sectors 
of society, as it only represents people who have 
access to the internet in the first place. Inadvertently, 
a particular demographic is always over-represented 
because they are usually more active in online 
discussions and debates. 

Unreliability: Data generated online may not always be 
reliable, and with the speed of spreading information 
the distinction between authentic and fake news is 
increasingly hard to discern.

Foreign policy is formulated in a data-rich 
environment which offers several benefits but also 
presents challenges to diplomats. Diplomats need to 
be cautious in using big data and ensure that big-data 
is a used as a tool to make diplomacy more efficient 
but that diplomacy is not driven by big-data.  

Recommendations

Ministries of Foreign Affairs should conduct reviews 
on how to make the best use of big data and how to 
train diplomats to take fully advantage of its potential. 
These reviews should consider in particular: 

Use of data in public diplomacy: Making use of social  
media management and analysis tools to assess  
and manage the online reputation of a country. 

Use of data in analysis of developments: Making use  
of automated data analyses tools to understand  
and predict events in other countries. 

Use of data to understand policy positions: Making  
use of automated content analysis programmes to  
determine policy positions of other countries. 

Use of data to enhance delivery and effectiveness of  
humanitarian aid: Improving early-warning  
systems through the use of social media analysis  
tools and crowd-sourcing for mapping. Also,  
Blockchain technology could be helpful for tracking  
transactions for aid delivery. 

Box 5: Blockchain Technology for Humanitarian Aid

Blockchain can provide a more efficient way of 
transferring and tracking funds intended for 
humanitarian aid. 

Blockchain is a shared database that holds an extensive 
list of records; data batches called blocks, that uses 
cryptographic validation. Its key elements include the 
following: 

Shared: There is no a centralised version of the 
database as it is not stored at one single location but 
publicly accessible hosted by millions of computers 
simultaneously. 

Block: A block contains a timestamp and records some 
or all the most recent transactions. It is a permanent 
record which can’t be altered, and when completed it 
gives way to the next block in the chain.

Cryptography: Encrypting the data to protect data from 
third-party interception. 
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