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Executive Summary

Social media platforms facilitate direct communication
between governments and civil society, bypassing
traditional media. This shift allows different actors to
influence foreign audiences and achieve diplomatic
goals more rapidly.

Digital platforms have redefined diplomacy, making it
more accessible and transparent. This integration of
digitization in diplomacy, known as digital diplomacy,
involves using digital platforms and tools to implement
foreign policy objectives, and is becoming a common
practice.

However, this opens channels of misuse, particularly in
relation to the use of artificial intelligence (AI) content
in disinformation campaigns, which could impose
threats on international relations.

This Insight discusses the challenges posed by the
technological advances in Al within the context of
international relations and diplomacy. Specifically,
it examines how the misuse of Al-generated
synthetic media, or deepfakes, can undermine trust
and credibility, increase security risks and escalate
geopolitical  tensions.

The rapid technological advancements of today outpace
national regulations and accountability measures,
highlighting the urgent need for international
governance on ethical use and accountability in the
employment of Al-generated audio-visuals. However,
creating this global framework could be challenging
due to the lack of regulatory consensus among nations
because of conflicting national interests, especially on
issues like privacy and security.

The Insight also investigates the potential implications
of deepfakes for the United Arab Emirates> (UAE)
diplomatic efforts, as well as the significance of this
issue forthe UAE>sforeign policy. Inits National Strategy
for Artificial Intelligence 2031, the UAE pledged to
become one of the global Al leaders.

* The current risks and challenges that deepfakes
pose to the UAE's diplomatic efforts are not different
from those posed to the rest of the world. Deepfakes
have short- and long-term effects on the country’s
reputation and credibility, especially given its role
as an important mediator in the region and beyond.
Nonetheless, the current gaps in global Al governance
create an opportunity for the UAE to play a leading
role in the standardisation of ethical guidelines in AI-
generated content.

« The Insight concludes with recommendations that
emphasise the need for technological advancements
in Al detection tools and a push towards the
application of regulatory frameworks to address
existing challenges. Specifically, the Insight
recommends:
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implementing a national regulatory
framework that is concerned with disinformation
campaigns, and creating intervention and
prevention tools to effectively tackle the spread
of false information across different age groups;

»
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employing a collaborative approach for
addressing the challenges and opportunities of
AT within diplomacy. This could be accomplished
by developing a cross-sectoral framework and
operationalising partnerships to implement
international standards on media authentication
and deepfake detection tools; and

» establishing a centre with a cyber diplomacy
mandate that focuses on developing diplomatic
frameworks on Al and crisis management protocols
for responding to disinformation campaigns.



The Issue

The development of communication tools in public diplomacy has significantly changed in the past decade.
Traditionally, the way governments have approached public diplomacy is through a government-to-public
approach (G2P), which involves engaging with the international public to promote national and foreign policy
objectives.! Recently, however, public diplomacy strategies have become more focused on people-to-people (P2P)
interactions, where individuals from both the government and private sectors influence public attitudes and
opinions towards a government’s foreign policy decisions.? This strategy was used in several crises throughout recent
years, ranging from the US presidential elections to the Gulf crisis of 2017. During the Gulf crisis, the Twitter platform
(now known as X) was used as a medium to shape public discourse, as well as domestic and global perspectives on
the situation.’ For instance, a study suggested that during the crisis, Twitter was used in an unconventional manner,
with ministers using the platform to issue official statements, announce the breaking of ties and highlight the rise of
political tensions.* Additionally, there is a growing body of literature studying the effects of social media platforms,
specifically Twitter, on US electoral outcomes. One study provided empirical evidence that social media affects US
electoral outcomes and indicated that Twitter led to a reduced vote share for the Republican Party in the 2016 and
2020 presidential elections.” Both examples show the increasing use and influence of digital platforms within public
discourse, which are now becoming a faster and cost-effective replacement for traditional methods.

The use of digital platforms has changed the way diplomacy is practiced, allowing it to become more direct, public
and accessible, and this is seen as the norm today rather than an innovative practice. The unprecedented speed and
wide reach of information collection and sharing today has allowed governments to spread messages and establish
political plans beyond the scope of conventional channels.® Indeed, digital technologies are seen as ‘influence
amplifiers’, as they help increase the diplomatic power of governments and international organisations.’

However, alongside the benefits of digital diplomacy lies the dark side of artificial intelligence (AI) and the role that
it plays within diplomatic practices. As digital diplomacy in this context refers to the broad scheme of using online
tools and techniques in diplomacy to enforce foreign policy objectives, Al naturally falls within that scope given
its role in analysing, supporting or influencing decision-making in the diplomatic field. Nevertheless, Al poses a
challenge due to the use of deepfakes as an instrument to destabilise international relations. Al is often misused by
generating synthetic media of altered videos, photos, text, or audio, and these techniques are often used as tools
within disinformation campaigns for malicious purposes. In the World Economic Forum’s Global Risks Report 2024,
the Global Risks Perception Survey 2023-2024 showed that ‘misinformation and disinformation’ is the most severe
global risk that could arise in the following two years.®

The misuse of generative Al is an issue that is quite complex due to the different factions under which it falls. On the
one hand, there are constant technological advancements, while on the other there are national and international
regulatory institutions that find it difficult to keep up, all of which fallunder constant geopolitical shifts and diplomatic
tensions. Using Al to generate synthetic media has had and will continue to have consequences on international
relations over the years, highlighting the dire need for requlation and accountability.

A Means to an End: The Use of Deepfakes in Conflict, Violence and
Information Warfare

Truth is widely understood to be ‘one of the first casualties of war’, and it is also well understood that propaganda is
a tool used in conflict settings.® Specifically, the weaponisation of information and the control of certain narratives
is a strategic tool used in conflict. Today, this tool is being actively employed by malicious groups, non-state actors
and civil society. The accessibility of generative Al tools has made the creation of high-quality audio-visuals, or
deepfakes, a common commodity. As a result, different groups in society have been given influential power through
the use of deepfakes as part of disinformation campaigns. Today, we see several examples of the implications of
these campaigns, but the full extent of their consequences is difficult to predict with the constant advancement of
Al technology.




The weaponisation of deepfakes in conflict:

The modern warfare environment has witnessed significant changes as a result of artificial intelligence, and
deepfakes, which are used as a strategic tool in armed conflict settings, are some of the most disruptive
technologies.” Accessible deepfake technology is allowing different actors to create ‘realistic digital forgeries’ and
‘weaponized deepfakes’, which threaten security and democratic entities." Specifically, generative AI technology
can allow malicious groups to produce convincing fake videos that have the potential to escalate conflict and harm
diplomatic efforts, possibly hindering the potential for conflict resolution.” For instance, shortly after the Russian
invasion of Ukraine, a notable attempt to use a deepfake in an armed conflict was made, with a video of President
Zelensky asking Ukrainian soldiers and citizens to surrender.” The Ukrainian government, on the other hand, produced
an ‘educational deepfake’ showing President Vladimir Putin describing Russia’s war on Ukraine while walking around
Mariupol, a Ukrainian city." Additionally, deepfakes impede individuals’ ability to form impartial opinions on the
progress of war, and detection tools commonly used to target deepfakes are often not at the disposal of average
users and their application is unsuitable for war contexts.” Furthermore, a study found that, during the Russia-
Ukraine conflict, the ‘lack of deepfake literacy”in its dataset prompted much misunderstanding of what characterises
an actual deepfake, and that trying to increase awareness of deepfakes might have the opposite effect, potentially
reducing trust in authentic video content.” In 2018, Gabonese president Ali Bongo suffered a health problem with
limited government statements being provided to the public about his condition.”” On December 371 of the same
year, the president released a public video statement, but some people in Gabon doubted both the video’s legitimacy
and the president’s ability to govern the country, while others reportedly attempted to prove that it was a deepfake.”®
Although the video was never officially confirmed as a deepfake, the misinformation surrounding it played a role in
spurring unrest, contributing to the attempted coup that followed.” Incorporating certain Al tools, namely machine
learning and autonomous systems, can also accelerate warfare situations, leaving less time for decision-making,
and using deepfakes in particular can create high tension in little time.?®

In addition to their role in fuelling conflict, deepfakes are likely to be used by anti-government extremists to
instigate violence, and the anonymity involved in such types of extremism makes them even more dangerous.?’
Deepfakes can also be weaponised within conflicts and used as tools to target civil society, military operations
and governments. They have particularly been used in grey zone warfare, including cyberattacks, information
warfare and political coercion.?? When it comes to the use of deepfakes in information warfare, this usually takes
place in the context of disinformation campaigns, which spread falsified audio visuals to mislead a population. The
proliferation of deepfakes during the war in Ukraine, for example, led the country’s defence intelligence office to
issue a warning about Russia’s dissemination of deepfakes as part of its information warfare.?® Information warfare
involves hindering counterpart communication, done nowadays through cyber operations, as well as psychological
warfare, in which information is manipulated for deception, and which has been increasing due to the introduction of
audio and video manipulation.?* Specifically, deepfakes can serve non-state actors including terrorist and mutinous
groups, giving them the opportunity to promote extremism and violence.?® Moreover, deepfake technology makes
participation in large-scale information warfare less costly, and when used together with other technologies and
social trends, deepfakes are most threatening, disseminating disinformation faster in the digital space and further
lowering the already diminishing trust in democratic entities.?® For example, in May 2023, a report was disseminated
on Twitter claiming that an explosion had taken place at the Pentagon, giving people the impression that it was
released by a trusted news agency and perpetuating a temporary drop in the S&P 500 index of about 30 points.?”

Pixels and Politics: The Deepfake Dilemma in Global Diplomacy

Deepfakes are a multifaceted challenge to the diplomacy and international relations sphere; they are being used
as catalysts to erode trust between states and discredit political leaders, and lead to the escalation of diplomatic
crises when used amid high geopolitical tensions.?® Deepfakes can also create a climate of mistrust when they
are widespread across the media, causing scepticism even toward an authentic, direct line of communication.?®
Moreover, efforts to address the impact of deepfakes on the credibility of and trust in states, governments and
diplomats are at risk due to the constant advancement of generative Al technology that could surpass existing
deepfake detection tools.



Credibility — mistrust in a world of disinformation:

While the spread of disinformation has existed throughout history in global conflicts for various purposes, such as
justifying wars and uprisings, spreading confusion and discrediting leaders, these efforts will now carry significantly
more power due to the use of deepfakes.?® In fact, deepfakes are often used by insurgent actors to target certain
governments in an attempt to change the public’s perception of them and erode trust.*

Spreading uncertainty about the truth has also become a strategic goal of ‘state-sponsored propaganda’, with
malicious actors intentionally introducing disorienting and conflicting ideas into digital discourse.’? As people
become more uncertain about what they are exposed to in the media, suspicion even towards journalism can be
exacerbated.?® Because of this ‘truth decay’, the public’s trust in major sources of information, such as the media and
accurate political discourse, isundermined.?* Real news could also be claimed by public figures to be deepfake content,
a phenomenon referred to as ‘the liar's dividend'.>> Additionally, the rise in deepfakes may not only lead to official
news agencies being delegitimised, but may also prompt viewers to choose to believe misinformation that aligns
with their existing preconceptions.*® Moreover, eliminating trustin news and photo/video content eliminates the trust
shared within society, and people become unable to act on real perceptions of the world around them.?” Furthermore,
discussions based on factual information can become more difficult when users lack the ability to distinguish Al
content and the content is subsequently disseminated, spreading misinformation and affecting communities.?® The
spread of fake news is also a time-sensitive issue, as the quick spread of information today sometimes makes it
difficult for official channels to keep up and debunk false information. The misinformation impact of deepfakes may
also be amplified when political microtargeting techniques are used, wherein targeted political advertisements are
created for specific audiences.*®

Accountability - can we keep up?

Technology is in a state of constant influx and advancement, and despite many national efforts to enforce Al-related
laws, challenges remain. One major challenge is the fragmentation of Al governance on a global scale; the disparities
in requlations across different jurisdictions allow malicious actors to exploit gaps and operate from countries with
limited to no Al guidelines.*® For instance, an organisation that is not allowed to spread Al content in the EU could
be run from a country with more relaxed AI regulation whilst still being able to target EU audiences on online
platforms.*! Given the cross-boundary nature of the digital space and the ability of deepfakes to permeate physicaland
legal boundaries, the use of Al-generated synthetic media needs to be standardised. Governments are responsible
for keeping up with the fast-paced advancements in technology and mitigating the consequences. Specifically, the
continued advancement of deepfake technology requires the implementation of adaptive policy solutions to limit
harm and protect individual rights, while also mitigating ‘broader societal issues related to trust and truth’.#

Current regulatory challenges:

The increased speed of content dissemination as a result of online platforms like social media has posed challenges
in mitigating the spread of disinformation. Requlating political deepfakes is especially challenging, particularly in
the legal context.** With regard to using deepfakes for malicious purposes, legal prosecution requires proving intent
with reasonable evidence, although there are cases, for instance, where deepfakes are used for art and satire, which
are subjective.*

Furthermore, one of the main regulatory challengesinvolved in addressing the deepfake dilemmalies in the disparities
in governments’ priorities when it comes to synthetic media, leading to non-uniformity with regards to regulation,
and regulations that contradict or overlap make regulatory compliance especially challenging for global technology
companies based in multiple jurisdictions.*

Although the US Congress has passed the National Defence Authorization Act (NDAA), which mandates the Director
of National Intelligence to report instances of deepfake use by foreign governments, the introduction of this act
does not take into consideration the repercussions of deepfake use within the country.*® In fact, there is no federal
legislation in the United States to mitigate the threats that deepfake technology could impose within the country, and
only five states have introduced legislations focused on emerging deepfake technologies.*” Moreover, the regulation
of websites and applications in the US is left to the creators who set their own usage guidelines, but when multiple
online platforms have different guidelines, it leads to non-uniform regulations.*® Additionally, while some existing
laws prohibit the deliberate dissemination of harmful misinformation in the country, their reach is constrained,




particularly on an international level.*® Identifying actors involved in the creation of deepfakes is difficult, and the
perpetrators could be located beyond national borders.°

Relying only on national efforts could result in divided international regulations, and the need to implement
transnational AI requlations is beginning to be acknowledged by international organisations.®® Although
governments’ preparedness for a future driven by Al technology has already began, the elevated level of certain
AI threats will likely need to be met by coordinated global efforts and the introduction of penalties for violating
international standards.*?

False Faces and Real Consequences: Implications for the UAE’s Diplomatic
Efforts

The Gulf is emerging as a ‘global technology hub’, and the UAE in particular has invested $148 billion in Al both
nationally and internationally since 2024, as well as partnered with internationally leading technology companies.>?
As outlined in the UAE National Strategy for Artificial Intelligence 2031, however, it is important to ensure the
presence of a legal environment capable of supporting innovation and, more specifically, AI implementation;
innovations in Al often involve quick regulatory developments and may have negative consequences on a societal
level.>

In the UAE, the repercussions of disseminating deepfakes depend on the intention behind the dissemination,
as opposed to the act of creating the deepfake itself. The UAE Penal Code law, among other laws, provides clear
penalties for engaging in fraud, defamation and cybercrimes, without any explicit mention of deepfakes. For
example, Federal Decree-Law No. (34) of 2021 criminalises cyber-related deception.>® However, there is no law that
specifically focuses on the dissemination of deepfakes or their misuse. Although there is an Al Ethics Guideline
issued by the UAE government which pushes for responsible and transparent Al use, there is no legal requirement for
people to disclose that a piece of content has been Al-generated.

From a diplomatic standpoint, deepfakes pose an immediate and long-term risk to the UAE's reputation and
credibility, both of which are important pillars of its diplomatic efforts, especially given its role as a mediator in
dialogue and de-escalation in the region and beyond. These effects on the existing narrative of the government or
leadership can damage any current or future efforts made by the UAE to play this intermediary role. Although the
UAE’s image today is one of credibility and trust, deepfakes can have a direct effect on the country’s regional and
international efforts by influencing perceptions of its narrative and stance on certain geopolitical issues. This could
impact not only its general reputation but also its bilateral relations, especially with countries that do not have the
infrastructure for content verification. This, in turn, could influence decision-making, spark tension and mistrust or
disrupt bilateral diplomatic efforts.

To address the lingering challenge of deepfake use, the foreign policy community could lead an international
dialogue on establishing standards with regard to the use of reliable communication on both a country-to-country
and an individual level, aimed at developing secure communication spaces and creating a medium for countering
disinformation, as well as facilitating the sharing of best practices in mitigating deceptive Al tools.>® However, when
holding discussions on global regulatory frameworks, it is important to establish ways to detect misinformation on
a G2G level to ensure that relations are intact and tensions are not heightened.

Current gaps in technology platforms provide a clear opportunity for the UAE to lead on this issue; it could be a
key player in regional and international governance and significantly contribute to developing standards on digital
content use and deepfake detection and regulation, among other ethical issues. Moreover, the UAE could use
bilateral or multilateral platforms to push for international cooperation to combat cross-border threats resulting
from deepfakes, in addition to initiating cross-sector dialogue with multiple actors to ensure uniformity in public
policy decisions.

Conclusion and Policy Recommendations

The diplomatic landscape has witnessed a shift in the tools used to influence public discourse and foreign policy.
Whether through engagement by the government with the public, or engagement between people, the pace and
efficiency of direct communication through digitisation has replaced traditional tools of media influence. However,



this shift has presented an opportunity for malicious actors to influence political discourse by perpetuating false
information or news on digital platforms via Al-generated content such as deepfakes. To incite violence or unrest,
such actors have repeatedly created disinformation campaigns on these platforms, posing a continuous challenge for
diplomatic efforts and institutions as they rigorously try to enforce countermeasures.

This dilemma carries a range of concerns surrounding aspects such as mistrust in governmental and media
institutions, the role of deepfakes in conflict and the lack of a unified international framework to address
disinformation campaigns. Concerns about accountability and legality are also present and have been discussed
and debated relentlessly. Additionally, governments face regulatory challenges in liability and the prosecution of
malicious actors who, due to the constant advancements in anti-detection tools, are difficult to apprehend.

The UAE has actively engaged in and shaped the digital diplomacy landscape. However, it faces similar challenges
as those faced by other governments regarding the impact of deepfakes on public and diplomatic discourse.
Nevertheless, highlighting the existing gaps and promoting best practices will create opportunities for more efficient
countermeasures. This Insight provides the following recommendations that the UAE and other governments can
consider to better mitigate the risks posed by deepfakes:

1. Implementing a comprehensive reqgulatory framework. A national regulatory framework on the use and
misuse of synthetic media could be an appropriate strategy, especially if the internet or social media platforms more
specifically are unable to prevent the spread of misinformation. To counter the challenges associated with AI and
deepfake technology, a ‘multifaceted approach’ needs to be implemented, spanning not only technology-focused
efforts but also requlatory and diplomatic ones.*” In this context, governments, technology companies and research
institutions could work together to implement such measures.*®

2. Pursuing cross-sector/cross-country partnerships. Enhancing engagement with different sectors and
countries to discuss the opportunities and risks of AI within international relations and diplomacy is another key
strategy. As with other issues that have both a direct and indirect impact on international politics, Al should be the
focus of credible and reputable governments, playing a mediating role by providing a platform to discuss common
challenges. Additionally, partnerships between governments and the private sector through collaborative research
and other approaches are crucial in developing detection tools targeting synthetic media use.

3. Developing a cyber diplomacy mandate. Establishing a centre that acts as an advisory body for developing
regulatory and legal frameworks, analysing risks associated with technology and diplomacy, streamlining content
verification in real-time, investing in research and development (R&D), and supporting deepfake crisis management
protocols could be influential. The mandate could also include awareness-raising and training initiatives for diplomats
and government officials on diplomatic digital literacy, content verification and the development of a centralised
platform to counter disinformation campaigns.
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